EPA OIG Cases Closed in January 2022

Case Agent

Field Office

Ol - Electronic Crimes
Division

Ol - Electronic Crimes
Division

Ol - Electronic Crimes
Division

Ol - Electronic Crimes
Division

Ol - Eastern Region Field
Office (Washington
Metropolitan Division)

Ol - Eastern Region Field
Office (Chicago)

Ol - Western Region Field
Office (Western Division)

Ol - Electronic Crimes
Division

Ol - Eastern Region Field
Office (DC)

Ol - Western Region Field
Office (San Francisco)

Ol - Western Region Field
Office (Western Division)

Ol - Electronic Crimes
Division

Case Number Case Title Opened Date |Closed Date
UNKNOWN SUBJECT: UNAUTHORIZED

OI-HQ-2021-CCR-0039  |ACCESS 1/14/2021| 1/31/2022
UNKNOWN SUBJECT: UNAUTHORIZED
ACCESS INTO REGION 3 EMPLOYEE

OI-HQ-2021-CCR-0052  [SYSTEM 2/19/2021| 1/31/2022

OI-HQ-2021-CCR-0042  [PHISHING ATTACK OF EPA EMPLOYEE 7/29/2021| 1/31/2022
UNKNOWN SUBJECT: UNAUTHORIZED
ACCESS INTO REGION 4 EMPLOYEE

OI-HQ-2021-CCR-0043  |SYSTEM 8/19/2021 1/31/2022
NORTHBRIDGE ENVIRONMENTAL

OI-NE-2019-CFD-0121 MANAGEMENT CONSULTANTS, INC ET AL 9/24/2019( 1/28/2022
MINNESOTA POLLUTION CONTROL

OI-CH-2021-AFD-0008  [AGENCY, ST PAUL, MN 5/27/2021 1/28/2022

NISQUALLY INDIAN TRIBE,

OI-SE-2019-AFD-0095 OLYMPIA, WA 7/25/2019 1/27/2022
UNKNOWN SUBJECT: WATER UTILITY

OI-HQ-2021-CCR-0049  [ATTACK IN FLORIDA 2/9/2021| 1/27/2022

o513 NS

0I-HQ-2022-PFD-0001 10/12/2021| 1/27/2022

0I-SA-2021-PFD-0024 BOON INDUSTRIES, GRASS VALLEY, CA 6/17/2021| 1/24/2022
MICROBIO PROS LLC, REDWOOD CITY,

0I-SA-2020-PFD-0165 CA 9/14/2020 1/24/2022
UNKNOWN SUBJECT: RANSOMWARE

OI-ECD-2022-CCR-0022 |STATE OF FLORIDA AIR SENSORS 12/7/2021| 1/14/2022
RANSOMWARE ATTACK OF REMOTE EPA

OI-HQ-2021-CCR-0081  [SENSOR 4/29/2021| 1/14/2022

Ol - Electronic Crimes
Division
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UNKNOWN SUBJECT: EPA FRS DATA

OI-HQ-2021-CCR-0022  [BREACH 6/14/2021| 1/13/2022
GS-13,

OI-HQ-2018-ADM-0025 12/11/2017( 1/10/2022
AMUER INTERNATIONAL, LLC, DENVER,

OI-DE-2021-PFD-0057 COLORADO 3/2/2021 1/5/2022
ENERGY SERVICES GROUP, NEW CASTLE,

OI-AT-2022-PFD-0006 DE 10/19/2021 1/4/2022
AMERECO ENGINEERING, 54 MICHIGAN
AVE, VALPARAISO, INDIANA, 46383, ET

OI-CH-2021-PFD-0082 AL 5/6/2021 1/4/2022

OI-NE-2021-0OTH-0038  [City of Torrington, CT et al. 7/22/2021 1/3/2022

Durham, North
OI-AT-2021-CFD-0065 Carolina 9/27/2021 1/3/2022

Released via FOIA EPA-2022-002244

Ol - Electronic Crimes
ivision

| - Eastern Region Field
ffice

| - Western Region Field
ffice (Denver)

| - Eastern Region Field
ffice (Atlanta)

| - Eastern Region Field
ffice (Chicago)

| - Eastern Region Field
ffice (New York)

| - Eastern Region Field
ffice (Atlanta)
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